Hamamka ona odoyuarowmuxcs 00 UHGOPMAUUOHHOU De30nACHOCIU 0emell

HEJIb35

1. Bcem noapsia cooOuiaTe CBOIO YaCTHYIO MHPOpPMaLUIO (HACTOSIINE UM,
dbamuuto, TenedoH, agpec, HOMEp MIKOJbI, a TakkKe GoTorpaduu CBOU, CBOCH
CEMbH U Jpy3ei);

2. OTKpbIBaTh BIOKEHHbIE (DAlIIbl JIEKTPOHHON MTOYTHI, KOTJa HE 3HACLIb
OTIPABUTEIIS;

3. I'pyOuth, npuaupaThcs, OKa3bIBaTh IABICHUE - BECTH CE0S1 HEBEKIIMBO U
arpecCuBHO;

4. He pacniopsikaiicst A€HbraMu TBOEW CEMbH 0€3 pa3pelIeHUs] CTapIllIuX - BCEraa
CIIpalIMBai POJMUTENEH;

5. He Bctpeuaiicsa ¢ IHTepHET-3HAKOMBIMM B PEAIBHON KM3HU - TIOCOBETYNCS CO
B3POCIIBIM, KOTOPOMY JOBEPSECIIb.

OCTOPO’KHO

1. He Bce numyt npasay. Yuraeus o cede HenpaBay B MHTepHeTe - cooO1u 00
3TOM CBOUM POJHTEIISIM HIIH OIIEKyHaM;

2. l[lpurnamarot nepenuchBaThCs, UrpaTh, 0OMEHUBATHCS - IPOBEPH, HET JIU
II0IBOXA;

3. HezaxonHoe konupoBanue ¢aiiinos B IHTepHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3poCiibIM O ITpo0jiemMax B CETHU - OHU BCEr/ia IOMOTYT;
5. Ucnonb3yit HaCTpOWKU O€30MTaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPATH
CBOM aKKayHThI B COIICETAX U APYTUX MOpTaax.

MOXKHO

1. YBaxaii 1pyrux nojb30BaTeNeH;

2. ITonw3yembcss MHTEPHET-UCTOYHUKOM - I€Nall CCBUIKY HA HETO;

3. OTKpbIBall TOMBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0maThCs 3a MOMOILBIO B3POCIIBIM - POAUTEINN, ONIEKYHBI U aIMUHUCTPALIUS
CalTOB BCErJa MOMOTryT;

5. Ilpoiiau oOyyenue Ha caitte "CeTeBUYOK" U MOTYy4H MAcCOPT HUPPOBOTO
rpaxkaaHuHa!



Huopmauuonnas namamea 0aa o0vuaroumuxcs 0is1 pasmeuleHus
HA 0DuuUAIbHBIX UHIMEPHEM -PeCcyPCax

C KaXIbIM r0JIOM MOJIO/IC)KH B UHTEPHETE CTAHOBUTCS OOJIbIIIE, a IIKOJIbHUKH
OJIHM U3 CaMbIX aKTUBHBIX I0JIb30Bareneil Pynera. Mexay Tem, moMUMO
OTPOMHOT0 KOJMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MpoOIeMbl. JTa
naMsTKa JI0JDKHA TOMOYb Tebe 0e30MacHO HaXOUThCS B CETH.
Komnviomepnusie eupycol
KoMnboTepHBII BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTPAMM,
OTIUYUTENILHON 0COOEHHOCTHIO KOTOPOH SBISETCS CITOCOOHOCTH K
Pa3MHOKEHHIO. B 1onoiHEHUE K 3TOMY, BUPYChI MOTYT HOBPEAUTH HIIH
MOJIHOCTHIO YHUUTOXKUTH BCe (DaiIbl U JaHHBIE, MTOJIKOHTPOIbHBIE MOJIb30BATEIIO,
OT UMEHHU KOTOPOro OblIa 3alylieHa 3apakeHHasl IporpaMMa, a TakxKe
HOBPEIUTD UJIHU J1a’K€ YHUUTOXKUTH ONEPALMOHHYIO CUCTEMY CO BCeMU (haiiiaMu B
1esiaoM. B 0osbIIMHCTBE CIyyaeB pacpOCTPaHsIOTCA BUPYChl YEPE3 UHTEPHET.
Memoosbt 3auumul 0m 8pedOHOCHbIX NPOSPAMM:
1. Mcnonb3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UIMEIOIIUE CEPhE3HBIN
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX IIPOrpamMM;
2. [locTostHHO ycTaHaBnuBai nautu (Iu(POBBIE 3aIIATKH, KOTOPHIE
aBTOMAaTUYECKHU yCTaHABIIMBAIOTCS C LIEJIbIO JOPAOOTKU MPOrPAMMBI) U IpYyTUe
OOHOBJICHUSI CBOEH OornepalmoHHON crucTeMbl. CkaurBail UX TOJBKO C
opuumaneHoro caiita pazpadorunka OC. Ecnu cymecTByeT pexxum
aBTOMAaTUYECKOTO OOHOBJIEHUS, BKIIIOUYH €r0;
3. Paboraii Ha cBOEM KOMIIbIOTEPE MO MPaBaMU MOJIb30BATENS], a HE
aJIMHUHHCTPATOpPa. DTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM
WHCTAJIMPOBATHCS Ha TBOEM MEPCOHAIBHOM KOMIIBIOTEPE;
4. cnonb3yil aHTUBUPYCHBIE TPOTPAMMHBIE POAYKTHI U3BECTHBIX
MIPOU3BOAUTEIICH, C aBTOMAaTHYCCKUM OOHOBJICHHEM 0a3;
5. Orpannub (pU3n4EeCcKuil JOCTYN K KOMIIBIOTEPY JIsi TOCTOPOHHMX JIMII;
6. Ucnionb3yil BHEIIHME HOCUTEIN UH(POpPMALIMHU, TaKue Kak (hJemika, TUCK WIN
(aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUYHUKOB;
7. He oTKpbIBail KOMIIbIOTEPHBIE (PANIIBI, TOTYYEHHBIE U3 HEHAIEKHBIX
UCTOYHUKOB. [laxe Te (ailsibl, KOTOpbIE MpUCTaN TBOW 3HaKOMBIN. Jlydiire
YTOUHH Y HETO, OTIPABIISII JIU OH TeOe HX.
Cemu WI-FI
Wi-Fi - 570 He BUA nepenavyu JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUIIb OPEHI,
mapka. Emie B 1991 roay Huaepiianackas KOMIaHUs 3apeTUCTpUpOBajia OpeH T
"WECA", uto o603Hauasio cinoBocoueranue "Wireless Fidelity", koTopsiii
MepPEeBOUTCSA Kak "OecrpoBOHAS TOYHOCTH'.
Jlo Hamero BpeMeHu Joluia Ipyras abopeBuarypa, Kotopas sIBISETCS TaKOH xKe
TexHosoruen. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO C
HAMEKOM Ha CTaHJapT BhICIICH 3BykoBo# TexHuku Hi-Fi, uto B mepeBoe
O3HA4YaeT "BbICOKAs TOYHOCTH'.




Jla, 6ecniaTHBIN UHTEPHET-A0CTYII B Kae, OTENIX U adponopTax sIBISETCS
OTJINYHOM BO3MOKHOCTBIO BbIXOJIa B UHTEpHET. HO MHOTHE SKCHIEPThl CUUTALOT,
yTo obmenoctynabsie Wi-Fi ceTu He sBIsOTCS 6€3011acHBIMU.

Coeemut no b6ezonacrnocmu pabomot 6 oo6medocmynnuvix cemax Wi-fi:
1. He nmepenaBaii cBoro JIMUHYyO HHPOpMaIHo uepe3 obrienoctynHbie Wi-Fi
cetu. PaboTast B HUX, *eJaTeIbHO HE BBOJIUTD MAPOJIH JOCTYIIA, JOTUHBI U KaKue-
TO HOMEDA;
2. Ucnionb3yit 1 OOHOBIISII aHTUBUPYCHBIE MPOTpaMMbI U Opanamayep. Tem
CaMbIM ThI 00€30ITacHIIb CeOs OT 3aKaUYKU BUPYyCa HA TBOE YCTPOUCTRO;
3. Ilpu ucnonwszoBanuu Wi-Fi otkimroun ¢pyakuio "OOmumii JoCTym K Qaiiiam u
npuaTepam". JlanHas GyHKIUSA 3aKphITa TI0O YMOJTYAHHUIO, OTHAKO HEKOTOPHIC
MOJTb30BATENIM AKTUBUPYIOT €€ JIJIs1 yA00CTBa UCIIOJIH30BaHMS B pabOTe WIN
yuae0e;
4. He ucnions3yit nyomuunsii WI-FI a1t nepenaun nuyHbIX JaHHBIX, HATPUMED
JUISL BBIXOJIa B COLIMANIbBHBIE CETHU WIIU B DJIEKTPOHHYIO MOYTY;
5. Ucnonb3yit Tobko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-anpeca BBoaM uMeHHO "https://";
6. B MmoOuiapHOM Tenedone otkimoun Gyuknuto "Tlogkmodenne k Wi-Fi
aproMmatuuecku'". He momyckaii aBTOMaTH4E€CKOTO MOJAKIIOUECHHS YCTPONUCTBA K
cetsiMm Wi-Fi 6e3 TBoero cormnacusi.

CouuanvHole cemu

CornpanbHbIe CETH aKTUBHO BXOJST B HAIly )KM3Hb, MHOTHE JIFOIA pabOTAIOT U
KUBYT TaM IOCTOSIHHO, a B Facebook yke 3aperncTpupoBan MIJIITHAP] YEIIOBEK,
qTO SIBISACTCS OJHOM CeAbMOM BCEX JKUTEICH IUIaHeThl. MHOTHE MOJIb30BaTE/IN HE
MMOHUMAIOT, 9TO WH(POpMaIHs, pa3MEIIeHHAs] UMU B COIUAIBHBIX CETAX, MOKET
OBITH HalICHA W MCII0JIb30BaHA KEM YTOJTHO, B TOM YHCJIC HE 00s3aTEIBHO C
OJIaruMH1 HAMEPEHUSIMH.
OcHOBHBIE COBETHI IO 0€30MACHOCTH B COIUAIIBHBIX CETAX:
1. Orpanuub CUCOK Apy3eil. Y 1e0s B APY3bsX HE JOTKHO ObITh CIyYailHBIX U
HE3HAKOMBIX JIIOJICH;
2. 3amuiai CBOI YacTHYIO )XKU3Hb. He ykaspiBail mapoiu, TenedoHsl, ajipeca,
JIaTy TBOETO POXKJICHHS U APYTYIO JIUYHYIO HHOOPMAIIUIO. 3T0yMBIIIJICHHUKU
MOTYT HUCTIOJB30BaTh Aake HHMOOPMAIIUIO O TOM, KaK Thl U TBOU POJIUTEININ
TJIaHUPYETE TPOBECTH KAaHUKYJIBI;
3. 3amuinail CBOI penyTaluio - 1ep>KU €€ B YUCTOTE U 3a71aBail cede BOIpocC:
XOTeJ OBl TBI, YTOOBI APYTHUE TTOTH30BATEIIA BUACIH, YTO ThI 3arpyKaemib?
[Togymaii, mpesxie 4eM 4TO-TO OMyOJIMKOBATH, HAMMKCATh U 3arPy3UTh;
4. Ecnu ThI TOBOPUILIB C JIIOJIBMU, KOTOPBIX HE 3HACIb, HE UCITOJIb3YH CBOE
peanbHOE UMS B IPYTYIO JIMYHYIO0 HHPOPMAITUU: UMSI, MECTO JKHTEIHCTBA, MECTO
yueObl U Tpouee;
5. U36erait pazmemienus potorpaduii B IuTepuere, rjae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOYKHO OTIPEJICIUTh TBOE MECTOTOJIOKEHNE;
6. [Ipu peructparuu B COIUAIBHON CETH HEOOXOIUMO HUCTIOIB30BaTh CIOKHbBIE
MapoJid, COCTOSIIME U3 OYKB U ITU(DP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;




7. A7st cOuManbHOM CETH, MOYTHI U IPYTUX CAallTOB HEOOXOAMMO UCIOIb30BATh
pasHbie nmapoau. Torga eciau Te€0s B3JIOMAIOT, TO 3JJ0YMBIIUICHHUKH MOJIy4aT
JOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpa3y.
DeKmpoHHble 0eHb2U

DNEeKTpOHHBIE JEHBIU - 3TO OYEHb YAOOHBIN CIIOCO0 MIIATEeKEH, OJTHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTST MOJIYUYHUTh 3TU JCHBIH.
DJIEKTPOHHBIE JEHBI'M NOSIBUJIMCh COBCEM HEABHO U UIMEHHO HU3-3a 3TOTO BO
MHOTHX FOCYyapCTBaX 10 CHUX IIOP HE MPOIIUCAHO PO HUX B 3aKOHAX.
B Poccun xe oHr QyHKIIMOHUPYIOT M O HUX YK€ IMPOIMUCAHO B 3aKOHE, T1I€ UX
pa3AeNsaIOT HA HECKOJIBKO BUJIOB - aHOHMMHBIE M HE aHOHMMHBIE. PazHu1a B ToM,
YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOAUTh onepauuu 0e3
UACHTU(UKALNY TT0JIH30BATENS, 8 B HCAHOHUMHBIX HJICHTU(DUKAIUS
MI0JIb30BATEIA ABJISIETCS 0053aTENbHOM.
Takoke ciieryeT pa3audaTh AJIEKTPOHHbIE (PUATHBIE ACHBIH (PABHBI
rOCy/apCTBEHHBIM BaJlOTaM) U 3JIEKTPOHHbIE HE(PUATHBIE JEHBI'M (HE PaBHBI
rOCy/apCTBEHHBIM BaJIOTaM).

OcHosHble cogembvl no 6e30nacHol pabome ¢ INeKMpPOHHLIMU OeHb2AMU.:
1. ITpuBsixu Kk cueTy MOOWIbHBIN TelleOH. DTO camblil YJTOOHBIN U OBICTPHIN
CHI0c00 BOCCTAHOBUTH JOCTYII K cueTy. [IpuBsizaHHbIi TenedoH NOMOXKET, €clin
3a0y/ielllb CBOM IIATEKHBIN Mapoib WK 3aifJIelIb Ha CAallT ¢ HE3HAKOMOTO
YCTPOMCTBA;
2. Ucnonw3yit ogHopas3oBbie naponu. [locne nepexona Ha yCUIEHHYIO
aBTOPU3ALMIO T€OE yKe HEe OyJeT yrpoKaTh ONAaCHOCTh KPayKU WUJIU MepexBaTa
IIJIATEKHOTO MapOJIs;
3. BriOepu cnoxHblid maposb. [IpecTynHukam OyieT He MPOCTO yrajaaTh
CJIOKHBIN napoJsib. Hazie:xHble mapoJiv - 3TO mapoJik, KOTOPbIE CONEPKAT HE
MeHee 8 3HAKOB U BKJIIOUAIOT B ¢€0s1 CTPOYHBIC U MPOMUCHBIE OYKBBI, TU(PHI U
HECKOJIbKO CUMBOJIOB, TaKH€ KaK 3HaK JoJuiapa, GyHTa, BOCKJIULIATEIbHBIN 3HAK U
t.1. Hanpumep, $tRONQ!;;
4. He BBOJM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSCIIb.

dnekmpoHnas nouma

DIEKTPOHHAsI I0YTa - 3TO TEXHOJOTHSI U IPEIOCTABIISIEMBIE €0 YCIYTH I10
NEPECHUIKE U MOJIYUEHHIO JIEKTPOHHBIX COOOIIEHHH, KOTOpbIE pacipeaesoTcs
B KOMITBIOTEPHOU ceTh. OOBIYHO 3JIEKTPOHHBIN MOYTOBBIN SIIUK BBITIISIAT
CJIeyOIKUM 00pa3oM: UMs_TOJIb30BATEN(@UMSI_JIOMEHa. Takxe Kpome
nepeaavyy NpoCToro TeKCTa, UMEETCsl BO3MOKHOCTD MepeaBaTh (hauibl.
OcHOBHBIE COBETHI IO 0€30MaCHOM pabOTe € AIEKTPOHHON MOYTOM:
1. Hamo BbIOpaTh mpaBUIIbHBIN MTOYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIIM
BBIOOp OECIIIIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYUIIE JOBEPSITH TEM, KOTO
3Haelllb U KTO MEPBbIA B PEUTUHIE;
2. He yka3piBail B TM4HOM mouTe JTUYHYI0 HHDOopManuwo. Hampumep, myurie
BbIOpaTh "My3bIKanbHbINA (aHaT@" wim "pok2013" BmecTo "Temal3";
3. Mcnonp3yii IBYX3TalHY0 aBTOPHU3ALUI0. JTO KOI/1a MIOMUMO MapoJs HY»KHO
BBOJIMTH KOJI, MpUCHIIaeMbIii o SMS;




4. BeiGepu ci0kHbIN apodib. I KaX10ro MOYTOBOTO SIIIUKA JOJIKEH OBITh
CBOM HAJIC)KHBIM, YCTOMYMBBIN K B3JIOMY NapOJib;

5. Ecnu ecTh BO3MOXHOCTB HallMCaTbh CaMOMY CBOU JIMYHBIN BOIIPOC, UCITOJIb3YH
3Ty BO3MOKHOCTB;

6. Mcnoyib3yil HECKOJBKO MOYTOBBIX AMMKOB. [I€pBbIi 1JIs1 YaCTHOM MEPETUCKH C
azpecaTamMmu, KOTOPBIM Thl JOBEPSCIIb. ITO SJIEKTPOHHBIN apeC HE HANO
UCII0JIb30BaTh IPU perucTpaluu Ha GopyMax U cauTax;

7. He oTkpbIBail aiisibl ¥ Ipyrue BIOKEHUS B MHUChbMaxX, Jaxe eClIi OHH MPHUIILIN
OT TBOUWX Jipy3ei. Jlydille yTOUYHU y HUX, OTIIPABIISUIHN JIU OHU TeOe 3TU (Haiissl;

8. Ilociie okoHYaHuUs pabOTHI HA MOYTOBOM CEPBUCE MEPE]T 3aKPHITUEM BKJIAJKH C
caiiToM He 3a0yab HakaTh Ha "BeriiT".

Kubepoynnunz uau gupmyaipbHoe u30eeamenbCcmaeo
KubepOymuHr - mpecieoBaHue COOOIEHUIMHU, COAEPKAIIUMHI OCKOPOJICHNUS,
arpecculio, 3almyruBaHue; XyJIUrancTBO; COllMaIbHOE OOMKOTUPOBAHUE C
ITIOMOILIBIO PA3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHosHbie cosembl no 6opbbe ¢ KUbepoOYIIUHSOM.
1. He 6pocaiicsa B 60ii. JIyumunii crioco6: TOCOBETOBATHCS KakK ceOsl BECTH U, €CIlIU
HET TOTO, K KOMY MOKHO 0OpaTUThCS, TO BHAYaJIE YCIOKOUTHCS. Eciu T
HaYyHElIb OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €11le 00JIbIIIe
Pa3oXIKeTb KOH(IIHKT;
2. Ynpasisii cBoel KubeppernyTauuei;
3. AHOHUMHOCTbH B ceTh MHMMasi. CylecTBYIOT ClIOCOOBI BBIICHUTh, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;
4. He cTouT BeCTU XyJIUTIAaHCKUNA 00pa3 BUPTyaIbHOM KU3HU. IHTEpHET
(uUKCUpyeT Bce TBOM JAEHUCTBHS U COXPAHAET UX. Y JAJIUTh UX OyJeT KpaiiHe
3aTPYAHUTEIBHO;
5. Cobmro1aii CBOIO BUPTYaJIbHYIO YE€CTh CMOJIOY;
6. Urnopupyii enuHnYHbIN HeratuB. OTHOPa30BbIe OCKOPOUTEIBHBIE COOOIICHUS
Jydiie urTHopupoBaTh. OOBIYHO arpeccus MpeKpaniaeTcs Ha Ha4allbHOW CTaInu;
7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMHU, B
COIMAIBHBIX CETSIX €CTh BO3MOXHOCThH OJIOKUPOBKU OTIPABKU COOOIIEHUN €
ONPEIEIIEHHBIX aJIPECOB;
8. Ecnu Th1 cBUAeTe s kubepOynunra. TBOU JeHCTBUSA: BBICTYIIUTH POTUB
Mpecieq0BaTENS, IOKA3aTh EMY, UTO €ro JACHCTBUS OLICHUBAIOTCA HETATUBHO,
NOJJEPKaTh KEPTBY, KOTOPOU HYKHA MCUXOJOrHYeCcKasi MOMOIIb, COOOIIUTh
B3pOCJIBIM O (paKT€ arpeCCUBHOIO MOBEICHUS B CETH.

Moounvnolii menegon

CoBpeMeHHbIe cMapT(OHBI U TIAHIIETHI COJIEPIKAT B ceOe BIMOJIHE B3POCIIBIN
(GyHKIIMOHAJI, U TeNEPh OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU
koMmbioTepamu. OJTHAKO, CPENICTB 3aIUTHI JJIS MOIOOHBIX YCTPOUCTB TTOKA
O4YE€Hb MaJIO. T€CTUPOBAHUE U MOUCK YSI3BUMOCTEN B HUX MPOUCXOJUT HE TaK
WHTEeHCUBHO, KaK juIs I1K, To ke camoe kacaeTcst 1 MOOMIBHBIX TTPUII0KCHUM.
CoBpeMeHHbIe MOOUITBHBIE Opay3ephl YKe TPAKTUUECKHU JOTHAIN HACTOJIbHBIE
aHaJIOTH, OJIHAKO paciiperre GyHKIIMOHAIAa BIeUET 3a COO0M OOJIBIIYIO
CJI0KHOCTh ¥ MEHBIIYIO 3aIIUIIEHHOCTb.




Jlanexo He Bce MPOU3BOAUTENN BBIITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIINE
KPUTHUYECKUE YA3BUMOCTH JJIs1 CBOUX YCTPOWCTB.
OcCHOBHBIE COBETHI JIsl 0€30aCHOCTH MOOMIILHOTO TesedoHa:
Huuero He siBnsieTcst mo-HacTosIeMy OeciuiaTHbIM. ByJlb 0cTOposKeH, Belb KOT1a
Tebe mpeiaraloT OecrIaTHbIi KOHTEHT, B HEM MOTYT ObITh CKPBIThI KaKue-TO
IJIATHBIE YCIIYTH;
Hywmaii, mpexae uem otrpaButh SMS, ¢oTto unu Buneo. Trhl TOUYHO 3HACIID, T/1€
OHM OyJyT B KOHEYHOM UTOTE?
Heo06xoa1mMo 0OHOBISTH OMEPAIMOHHYIO CUCTEMY TBOETO CMapT(hOHa;
Hcnonb3yit aHTUBHPYCHBIE IPOTPAMMBI JIJ1s1 MOOUITBHBIX TEJIE(POHOB;
He 3arpy:xai nmpuiaoXeHust OT HEU3BECTHOIO UCTOYHUKA, BEIb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE IPOrpaMMHOE 00ECIICUEHUE;
[Tocne Toro Kak Thl BBIACIIb C caiiTa, IJe BBOAMI JUUYHYIO0 HH(OpMAIUIo, 3aii1n
B HaCTpOMKH Opay3epa U yaaiau cookies;
[lepuonuecku NpoBeEPsii, KAKUE MJIATHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM
HOMEPE;
JlaBaii cBOi1 HOMEp MOOUIILHOTO TeJiepOHA TOJIBKO JIFO/ISIM, KOTOPBIX Thl 3HACIIH
1 KOMY JI0BEpSIEILIb;
Bluetooth noikeH ObITH BBIKIIIOUEH, KOT/Ia Thl UM HE MoJb3yelbes. He 3a0biBait
WHOTJa [IPOBEPATH 3TO.

Online uzpot
CoBpEMEHHBIE OHJIAMH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAOIINE PA3BICUYECHNUS,
O0OBEIMHAIOUIME COTHU THICSY YEIOBEK MO0 BceMy Mupy. Urpoku nccienyror
JAHHBIA UM MHp, OOILAIOTCS APYT C APYTOM, BBIIOJHSIOT 3aJaHUs, CPAXKAIOTCA C
MOHCTPAMHU U IOJy4aroT OIbIT. 33 YAOBOJIBCTBUE OHU IUIATAT: MOKYHAIOT AUCK,
OIIaYMBAIOT a0OHEMEHT WUJIM MPUOOPETAIOT KaKUe-TO OMIHUU.
Bce 3T cpenctBa uyT Ha MOAJIEPKAHUE U PA3BUTHE UTPHI, A TAKIKE HA CaMy
0€30MacHOCTb: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPU3aLIMH, BBIITYCKAIOTCSA HOBBIE
natyu (1udpoBbIe 3aMIATKU ISl IPOTPamMM ), 3aKPbIBAIOTCS YSA3BUMOCTH
CEpPBEPOB.
B nogo0HBIX Urpax CTOUT OMAacaThCsl HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO
Kpa>kKl TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPU3ALIUU
OOJBITUHCTBA UTP.
OCHOBHBIE COBETHI IO 0€30MaCHOCTH TBOET'O0 UTPOBOI0 AKKAYHTA:
1. Ecnu apyroi#t urpok BeAeT ceOs MI0X0 UK co3AaeT Te0e HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;
2. [loxkanyiica agMUHUCTpATOPaM UTPhI HA TNIOXOE MOBEJICHUE 3TOTO UTPOKA,
YKEJIaTeJIbHO MPHUJIOKUTh KaKHE-TO JOKA3aTEIbCTBA B BUJIE CKPUHOB;
3. He yka3biBaii 1uuHy10 HHPOpMAIIMIO B podaiiie Uurpsi;
4. YBaxaii Ipyrux y4acTHUKOB I10 UTPE;
5. He ycranaBnuBaii HeopuImaabHbIe TATYU U MOJIBL;
6. Mcrnonb3yil Cl0KHbBIE U pa3HbIe MapoJiH;
7. Jlaxe BO BpeMs UTPbl HE CTOUT OTKJIKOYATh aHTUBUPYC. [IoKa ThI urpaeuisp,
TBOUW KOMIBIOTEP MOTYT 3apPa3UTh.




Duwiunz uiu Kpaxica 1u4HbX 0AGHHbHIX
OOBIUHOM Kpakel JIEHET U JJOKYMEHTOB CETOAHS y>K€ HUKOT'O HE YJUBHIIIb, HO C
Pa3BUTUEM MHTEPHET-TEXHOJIOTUI 3710YMBIILICHHUKH IEPEMECTUIIUCH B
HHTEPHET, U MIPOJAO0JDKAIOT 3aHUMAThCS "MIOOUMBIM" JIeJTOM.
Tak nosiBuiIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (QUIIUHT, TJIaBHAs
1[eJIb KOTOPOT'O COCTOUT B MOJIYYEHUN KOHPUIACHIIMATBHBIX JTaHHBIX
MOJIb30BaTelIeH - TOTUHOB U napoieil. Ha anrnuiickom si3bike phishing unraercs
kak ¢umuHr (ot fishing - peiOHas noBist, password - mapob).
OcCHOBHBIE COBETHI 110 OOPHOE C PUIIMHTOM:
1. Cnenu 3a cBOUM aKkayHTOM. Eciu Thl TOA03peBacilb, YTO TBOSI aHKETA ObLIa
B3JIOMaHa, TO HE0OX0AMMO 3a0JIOKUPOBATH €€ U COOOUTUThH aIMUHUCTPATOPAM
pecypca 00 3TOM KaK MOKHO CKOPEE;
2. Ucnonp3yit 6e30macHbie BeO-CaiThl, B TOM YHCJIE, MHTEPHET-MarasuHoB 1
MTOMCKOBBIX CUCTEM;
3. Ucnonb3yii cioxkHbIE U pa3Hble mapoiu. Takum o0pa3om, eciau Teos
B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH MOJIy4aT JOCTYIl TOJIBKO K OJJHOMY TBOEMY
npo(uITto B CETH, a HE KO BCEM;
4. Ecnu Te0s1 B3oMalin, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 100aBjIeHbl y T€OS B IPY3bsAX, O TOM, YTO T€OsI B3JIOMAJIA U, BO3MOXKHO,
OT TBOETO UMEHHU OYyJIET pacChlIaThCsl CIIaM U CChUJIKU Ha (DUILIMHTOBBIE CANTHI;
5. Ycranosu HaaexHsbl naposis (PIN) Ha MoOMIBHBIN Tene]oH;
6. OTKJIIOYM coOXpaHEHUE MapoJisi B Opay3epe;
7. He oTkpbiBaii (hailyibl U Ipyrue BIOKEHUS B MUCbMaX, JaXe €CJIU OHU MPUILLITH
OT TBOMX Jpy3ei. JIyule yTouHH y HUX, OTIPABIISUIN JIK OHU TeOe 3TH (aiiibl.
Hugposas penymauusn
[Mudposas penyTtanus - 3TO HETaTUBHAS UM MTO3UTHUBHAA UH(POPMALUs B CETH O
tebe. Komnpomerupyromas napopmanusi, pazMmeieHHasi B UHTEPHETE, MOXKET
CEpBhE3HBIM 00pPa30M OTPA3UTHCS HA TBOEH peanbHOoM ku3Hu. "L{udposas
penyTaius’ - 3To TBOM UMUK, KOTOPBIN hopMupyercs u3 ungopmaiiu o Tede B
UHTEpHETE.
TBOE MecTO KUTEIHCTBA, Y4eObl, TBOC (PUHAHCOBOE MOJIOKEHHUE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIIJIMBAETCS B CETH.
MHorue noApoCTKY JETKOMBICICHHO OTHOCATCS K MyOIMKaluy TUYHON
nHdopmanuu B UHTEpHETE, HE MOHUMAasi BO3MOXKHBIX MocyieaAcTBUM. Thl naxke He
CMO3KEIlIb 10rafaThCs 0 TOM, 4To (hoTorpadusi, pa3MelieHHas 5 JeT Ha3al, cTajia
MPUYMHON OTKa3a NpUHSTH T€Os HA padoTy.
KommenTapuu, pazMenienne TBoux gororpaduii U Ipyrue 1elcTBUS MOTYT HE
MCYE3HYTh JIa)K€ MOCJE TOr0, KaK Thl UX yAaNHIIb. Thl HE 3HACIIb, KTO COXPAaHUII
3Ty uH(GOpPMaIHIO, MOIaJla JU OHA B TOMCKOBBIE CUCTEMBI U COXPAHWIIACH JIM OHA,
a TJITaBHOE: YTO MOJYyMAaloT 0 TeOe OKPY’KaIOIINe JIF0U, KOTOPbIe HAUAYT U
yBUAAT 3T0. HaliTu nHpOopManio MHOTO JIET CIIyCTsSI CMOXET JIF0OOH - Kak U3
T0OpBIX MOOYKACHUH, TAaK U C HAMEPEHUEM MTPUIUHUTD BPel. DTO MOXKET OBIThH
KTO YTOJHO.
OcHogHble cosembl no 3aujume Yyu@poeol penymayuu:




1. [Togymaii, mpexae ueM 4yTo-TO MyOJUKOBaTh U IiepenaBaTh y ce0s B Ojore niu
B COLIMAJILHOW CETH;
2. B nacrtpoiikax npoduis ycTaHOBU OTPaHUYEHHS HA TPOCMOTP TBOETO
poUIISt M €ro COJICP>KUMOTO, CJIeJIail €ro TOJbKO "I apy3ei';
3. He pa3memniaii u He yka3bpiBail HHPOpPMAIIHMIO, KOTOpask MOKET KOro-11u0o
OCKOPOJISATh WJIM OOMKATh.

Aemopckoe npago
CoBpeMeHHBIE IIKOJIbHUKN - aKTUBHBIE MOJIH30BATEIHN [U(PPOBOTO MPOCTPAHCTRA.
OpnHako Jajeko He BCE 3HAKOT, UTO MOJIb30BAHME MHOTMMU BO3MOKHOCTIMU
1 poBoro Mupa TpedyeT coOTI0IeHUs TPaB Ha HHTEIJICKTYalIbHYIO
COOCTBEHHOCTb.
TepMuH "HHTENIEKTYalIbHAsA COOCTBEHHOCTh' OTHOCUTCS K Pa3IuYHbIM
TBOPEHHSM YEJIOBEYECKOTO yMa, HAYMHAs C HOBBIX U300PETEHUI U 3HAKOB,
0003HaYaOIMX COOCTBEHHOCTh Ha MPOJYKTHI U YCIIYTH, U 3aKaHYMBAasi KHUTaMH,
dbotorpadusimMu, KHHOPUIEMAMHU U MY3bIKaJIbHBIMU MTPOU3BEIACHUSMH.
ABTOpCKHE ITpaBa - 3TO IpaBa Ha MHTEJJIEKTyaJIbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEJICHUS HAYKH, JTUTEPATYPhl U UCKYyCCTBAa. ABTOPCKHUE MPaBa BHICTYNAIOT B
KauyeCcTBE TapaHTHH TOTO, YTO MHTEIJICKTYaIbHbIN/TBOPUECKUI TPy aBTOpa HE
OyJeT HalpacHbIM, 1acT EMY CIPaBEAJIMBbIE BOZMOXKXHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TpyJa, HOJy4uTh U3BECTHOCTH U npu3HaHue. Hukrto 0e3
pa3pelIeHus aBTOpa HE MOYKET BOCIPOU3BOJAUTH €r0 MPOU3BEACHUE,
pPacIpoCTPaAHATh, MyOJIUYHO AEMOHCTPUPOBATH, IPOJABATH, UMIIOPTHPOBATD,
MyCKaTh B MIPOKAT, MyOJIUYHO UCIIOIHATh, TOKA3bIBATh/UCIIOJHATE B 3(pupe uin
pa3memars B IHTEpHETE.
Hcnonp3oBaHue "mupaTckoro” mporpaMMHOT0 00€CIIEUeHHSI MOKET MPUBECTU K
MHOTHM PUCKaM: OT MOTE€PHU JAHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKU TBOETO
YCTPOWCTBA, /i€ YCTaHOBJIEHA HeJlerajabHas nporpamma. He ctout Takxke
3a0bIBaTh, UTO CYIECTBYIOT JIETalIbHbIE U O€CIIaTHBIE MPOTrPaMMBbl, KOTOPbIE
MOKHO HalTH B CETH.

O nopmaine
CeTeBHUYOK.pd - TBOM TJIaBHBIN COBETUYHK B CETH. 371€Ch Thl MOXKEIIIh Y3HATH

0 6€30MacHOCTH B CETH MOHATHBIM U IOCTYIHBIM S13bIKOM, a IPU BO3HUKHOBEHUU
KPUTUYECKOIN CUTyallud 0OpaTUTHCS 3a COBETOM. A TakXe MPUHATH y4acTHE B
KOHKYpCaxX U CTaTh CAMbIM LU(POBBIM I'Pa’KJaHUHOM !



